Guidance to paying tuition fees for International students

® A case of voice phishing involvement occurred in the process of paying tuition fees
by using illegal money changers* without using banks in their home country to save

currency fees.
* Provide your account number, Hansei University virtual account number (tuition account), or Korean
Language Institute tuition deposit account to illegal money changers.

® (Guidance is needed to prevent damage to foreign students from voice phishing.

Points to Note

® (Do not use illegal money changer) If an account number is provided to an illegal money
changer and the money changer pays the tuition fee, the provided account number may
be used as a bank account linked to a voice phishing incident.

(Transmission and collection through interbank exchange) International students residing
abroad are transferred from the bank of their country of residence to a Korean
domestic account under the student’s name and paid tuition in the bill.

3¢ Cases of damage caused by illegal exchange dealer

[Step 1] Recruitment of international students to exchange money (WeChat) (llegal exchange dealer)

[Step 2] International student contacts a person who illegal exchange dealer ‘
(Student or acquaintance)

(fake currency exchange dealer)

[Step 3] A money changer asks for a remittance account number. (Ilegal exchange dealer)

[Step 4] Information on account number and remittance of exchange amount

(WeChat Pay)
[Step 5] Deposit the exchange amount into the student account (or tuition virtual account)

(Student or acquaintance)

. . . (Megal exchange dealer)
without deposit or illegal funds.

[Step 6] After voice phishing is detected, the bank suspends payment of student (Students themselves

and school accounts. and schools)

— <Expected damage if involved in illegal money transactions and voice phishing, etc.>

e If tuition is deposited into the school’s ‘Virtual account number (degree course
tuition account) or Korean Language Institute tuition account’ with illegal funds, the
bank account is determined as a ‘criminal account’ under Korean law, causing
damage to school work, and the student may suffer damage by paying additional
tuition fees due to the reason for not being able to process tuition deposit.

e If the student is deposited into a domestic bank account with illegal funds, the
student may be subject to criminal punishment under Korean laws and may cause
damage that restricts the student’s own domestic bank financial transactions.
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